SPACEWIRE PHYSICAL LAYER FAULT ISOLATION

Session: Test, SpaceWire Components

Short Paper

Barry Cook
4Links Limited, Bletchley Park, MK3 6EB, England
Wahida Gasti, Sven Landstroem
ESA/ESTEC, Noordwijk, The Netherlands
E-mail: Barry@A4Links.co.uk, Wahida.Gasti @esa.int, Sven.Landstroem@esa.int

ABSTRACT

The SpaceWire physical layer is required to use MaoNage Differential Signalling
(LVDS) as defined in the document ANSI/TIA/EIA-644).

It has been shown that a likely failure mode inhsdavers can result in high fault
currents that can propagate between SpaceWire dinkcause catastrophic failure of
systems - including redundant systems when craoapgahg is used. Great care must
be taken in power systems to limit such excesdieets.

We begin by describing the usual (LVDS) physicayela implementation, its
consequence and power system requirement implitatM/e then consider receiver
protection and its limitations. Alternative drivdesigns that can significantly reduce
the undesirable effects resulting from componeihir@are described.

1 OVERVIEW

SpaceWire [1] is a relatively high speed (up toMB®) link protocol intended to be
used for point-to-point data links or, in conjulctiwith suitable routing switches, for
fault tolerant networks. The physical layer is rieggh to use Low Voltage Differential
Signalling (LVDS) as defined in the document ANSATEIA-644 (A) [2].

Use of multiple links, whether for nominal and radant point-to-point links, or for
networks, requires interconnections between linlet least for data transfers. It has
been shown [3] that a failure in one link can pggia between links unless care is
taken to provide mechanisms to provide isolationvben links. We consider normal
operation and behaviour under failure conditionsriter to suggest suitable isolation
mechanisms.

2 NORMAL OPERATION

LVDS specifies a low differential output voltagepminally 350mV, sitting at a
defined common mode level, nominally 1.25V. The m@houtput terminal voltages
are thus between 1.075V and 1.425V. This allowsmahto-end voltage difference
between ground wires (the common mode voltage jaoigelv whilst keeping the
receiver input terminal voltages between 0.075V 24@5V.



It is often believed (and implied in [1]) that LVD#ivers must be current sources. In
fact, the opposite is true — they can’t be cursmirces. If they were current sources
then the output common mode level cannot be cdettel but it is essential that it is
closely controlled. Note that the standard spexifietput voltages, not currents.

3 FAULT SCENARIO

The fault that concerns us here is that of the lyu@pl to the LVDS driver rising
above its maximum level. This can be caused byveepgupply fault The common
method of achieving ground isolation and secondegylated supply voltages, is via
insulated DC/DC converters which have credible ufa$ causing over-voltage
emission. Depending on the topology chosen, tha-wokage emission can be
predictable (buck topology, limited value) or nomgiictable (boost topology, “non-
limited” value). Furthermore, the DC/DC converterayn have Over-Voltage
Protection (OVP) built in or it may not. In the sed case, which is usual for low cost
off-the-shelf DC/DC converters, the possible falypropagation paths from the
supply voltage failure is a serious matter. A nootgcted “flyback” (i.e. boost)
converter may easily cause over-voltage emissioB-bftimes nominal voltages, if
not protected by OVP. Even if OVP exists, the LVD&er (the designer) must be
careful on exactly what peak voltage level the DC/@nverter will emit in dynamic
mode, i.e. how big the max over-shoot will be befahe DC/DC converter is
successfully shut-down or clamped.

Excessive supply voltage on the LVDS driver is ljkeo result in its failure and,
unfortunately, the likely failure mode here (assitfor the regulator) is to propagate
the excessive voltage to its output pins. Thisagstis passed to the input pins of the
receiver and, after causing this device to failgtmibe passed to the receiver supply
rail. This catastrophic failure scenario is raragsumed or analysed in the FMECA
analysis on system design level. The analysis tsnoflepending on the equipment
designer’s knowledge about power supplies andandten overlooked.

Power supply regulators are most commonly desigmdy to source current, not to
sink DC current supplied from high voltages on devinput pins. Excessive signal
input voltage can result in a rise in supply vo#tag the receiver — leading in turn to
failure of nearby transmitters and propagationhef fault to other receivers etc. The
effect may, in this way, be passed to redundanuits. See Figure 1 (taken from [3]).

4 CONTROLLING THE FAULT AT SOURCE

The first line to consider is preventing the iditiault damaging the LVDS drivers.
Some sort of supply rail over-voltage detector lmiter would appear to be enough.

We must, however, consider the practicality of sdelices ... they must allow a
normal supply rail voltage — for example, 3.3V noali (acceptable range 3.0 to
3.6V) — and clamp an excessive voltage — 4V maxinmurthis example. That is a
small difference which in a true worst-case analysay be very hard to prove.

We must also consider whether the protection devexe clamp the rail voltage

cleanly or whether there will be a transient oveltage, possibly caused by

intentional or stray inductance in the circuit. Bva transient can cause damage:
semiconductors are noted for the speed at whighftilewith over-voltage stress.
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Figure 1 How a fault can cause damage to both ranaimd redundant circuits.
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S LIMITING PROPAGATION

It may be possible to arrange input clamping otatson circuits at the receiver
inputs. The circuits used must not excessively limmdsignal lines (capacitively, for
example) and as a result will tend to be small #ng have limited current and
energy absorbing capability. It is essential tha fault current available from a
compromised LVDS transmitter is limited to a safdue — at nowhere the level
available from a supply bus.

We cannot rely on the LVDS transmitter chip to s t it will have been damaged
by this fault situation. We need to provide a faiacurrent limiting device that will
not be easily damaged by excessive voltage — aibdsidamaged will be sure to fall
open-circuit. A simple resistor has the correctperties (dependant on technology,
but thick-film SMD resistors and hole mounted mdilah resistors are accepted by
most agencies as S/C free).

A driver circuit such as that shown in figure 2 wéeeries resistors and, optionally, a
parallel resistor are used with complementary lsgwng outputs can be used to
produce LVDS signal levels. One suitable combimatises a 2.5V supply, 300
series resistors (R= 300) and no parallel resistor (R o). It produces correct
common mode and differential LVDS voltage levels.dutput resistance of 3Q0n
each signal wire limits fault currents into a reegi— with a driver over-supply of



15V the current is limited to less than 50mA onheaire, a level that could be safely
absorbed by receiver protection devices. This tiistequivalent to a reasonable, but
not perfect, current source (the higher the semsstor value, the better the current
source). The required supply current is 3.5mA (9ne@dhsumption), exactly the
current needed to develop the required load volag®ss a 10@2 termination.
Similar circuits may also be used with 3.3V or 5¥pplies with the advantage of
having higher valued series resistors to furthenitlifault currents, but the
disadvantage of consuming more power.
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Figure 2 LVDS transmitter from complementary logigput and resistors

6 EMC

In addition to transferring data the signal linegsinno be susceptible to interference
from electro-magnetic fields.

Experience from IEEE1355 (which was developed BpaceWire, keeping the same
physical layer) reveals that differential drivere &ften poor in this regard — their

output characteristic is far from linear. It wasmsoon-mode noise on the signal lines
was converted, by the drivers, into differentialiseo Series resistance serves to
linearise the outputs and improve EMC performaicdegree of source termination

can also improve the situation — leading to consilen of re-scaling the series

resistors in Figure 2 to allow the addition of agblel resistor. The circuit used by

Actel™ is very good in providing a near ideal s@utermination.

7 CONCLUSIONS

Far from being non-LVDS compliant, an LVDS outpiricait containing real, non-
integrated, resistors meets the LVDS standardalsede failure mode and is likely to
improve EMC characteristics.
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